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Introduction

Versiera is a welbasedechnology infrastructurmmanagement systeused to visualize and operate large
scale computer networks. It alsimplifies the common routine tasks performed by system administrators
and enables a comghensive view into the technology and its operafitersiera offers a redgime view of

all of your hardware, softwa@nddigital assetalong with their operational healttfersiera is available as
enterprise appliance or complete architectures foragament of cloud data cente®yganizations looking

to consolidate management platformgtarse thaheed to incorporate the latest in management
technologiesas well ascut operational costs can take advantage of the free Internet accessible Versiera
management service.

Versiera architecture enables Internet Service Providers, systems management organizations and
consultants to broaden their services without having director access to customer technology or data and is
accomplished without having taiitd dedicated management interconnects to end customers.

verfera

The VersieraManagemen€onsole(https://www.versiera.corpis accessible using most popular web
browsers ovethe InternetVersiera collects and anakys information fronyour computer infrastructure
describing the computactive and configuration statby means ofesidenthost agentgagents are about
800KB) that push information tdhe central Versiera system over an authenticatecacypted
comection(SSL). During installation/registrationvery Versieraremote host agent is assigned a unique
digital certificate to authenticasnd encrypt all communicatior®nce the digital certificates have been
assigned they are automatically managed by management system.

Broad operating systeand platformsupport is offereéhcluding agents foMicrosoft Windows*, Apple
OSX (Intel/PowerPC)Linux (x86/amd4), FreeBSD (x86/amdb4), NetBSD(x86), OpenBSD(x86) and
Solaris(Sparéx86). Embedded platirm support includes DIWRT (Broadcom/AtherosgndOpenWRT
(Broadcom/Atheros).

*
All Windows operating systems (except Win95, 98, and ME) are supported. Linux systems supported include but are not limited to: RedHat,
Fedora, CentOS, Debian, Gentoo, Ubuntu, Mandriva, SUSE, Slackware, Xandros, PCLinus. Solaris 8 and higher supported.
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Features Overview

Monitoring

U Monitoring host performance metrics
U Monitoredhostmetrics include
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Service Probes

CPU load average

Physical memory used and available
Virtual memory usage

Disk space available

Process name

Process count

Network port connections

Host uptime

Host time synchronization
Hostcheckin status

Configurablemonitoring thresholds

Notification emails alerts

Alert suppression through host maintenance status

Monitoring eventsubscriptions

Alert Queuefor automating trouble tickets to address monitoring issues

U Service Probeare used fomonitoring of enterprise or Internet services and digital assets
U  Service Probes include

(o]
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DNS’T domain name service recombnitoring
HTTP1 website and URL monitoring

HTTPSi website and URL monitoring

SMTPT e-mail server monitoring

PINGT host response monitoring

SSLi monitoring of digital certificates

DHCPi network address assignment monitoring

U Notification email alets for service probe monitoring

Network Maps

U  Automatically visualize the corporate networks and all their nodes
U  Automatically visualize the communications throughout the enterprise networks and to/from the

Internet

Scheduling

U Versiera has its own generahgduling system which is uséat all Versiera components
including Monitoring, Jobs, Notifications and Service



ver‘g iera

Jobs
U Facility to create script tasks or useboilt-in task models that can be assigned to one or more
registered hostor execution by rente agents
U Job types include:
o User Management (Add/DeleBisableChange Password)
0 ProcessvlanagementStartKill )
0 Service/Daemocontrol Start/StopRestart)
o0 Software Distribution
o Software Removal
0 Host Shutdown/RebodikerLogoff
U Job Chaining enables thgezution of one job based on the successful completion of another
U Software Distribution is auilt-in task model and includes support &stribution of pre
packaged dtware asxecutabls, Microsoft System Installer (MSI)nstall Shieldand Red Hat
Package Manager (RPMPebian Package Manager (DPKG) and FreeBSD Package Management
(PKG) file formats
U Facility to assigra hosta task ofawakeling, restarting, shutting down other hosts or forcing user
logoff (Windows only)
Compliance
U Create and manage parate host configurationadards using VersieManagement Console
U  Apply corporate compliance standards for host active and configured states
U Report on host compliance deviations relative to configured corporate standards

Automated Documentation

Infrastucture- ability to generate on demand formal documentation describing one or more hosts
includingtheir configuration details

Monitoring Policy- ability to generate on demand formal documentation describing the

configured monitoring policies applied tegistered hosts

Documentation may be generated as Rich Text Format (RTF) or Portable Document Format
(PDF)

Reports for host data in Versiera are available as Comma Separated Values (CSV) and Portable
Document Format (PDF)

Report Host State

| et eI et e

Report hoshetwork listening ports, associatednningapplications and respectiapplication
user accounts ApplicationDependencyiapping (ADM)

Report on active host communications with remote hosts

Report orrunning applicationgheir resource usage and associatedr accounts

Report on host user accosulietails, user groups and group memberships

Report on accuracy and functionality ohé synchronizations across registered hosts and
respectivehosttime zones.

Report on host network configuration includingtvork interface name, speed dupkettings
MAC, manufactureand packet counters

Report on host operating system, hardware make, nandieserial numbeprocessomodel
memorysize capacity of data storage devicéismwareversion and date
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0 Report omactiveusersession across all manageabts
Ticketing System

0 Automated trouble ticket queue generated by Monitoring probes
U  Ability to create trouble tickets, assign priority, and associate to hosts for documenting problem
resolution workflow and delegaticof work to operators

Contact Management System
U General contact management facility used for sending alert notifications
Dashboard

U A setofvisual tool$i g a d doedisplaying summary data
0 Tools include: Host Per f or mbicket 8tats aBdiAlerdSiadss Eye Vi ew,

Historical Host State Tracking

U Ability to review host state changeger time
Audit

U Versiera generates an audit log of user administrative ctiuringVersierause
Filters

U Filters provide the ability toeduce the quantitgf presented host data to locate desired
information
U Dynamic suggestions are available for locating the desired information

CustomTables Presentation

U Versiera data presented in table format may be sorted by clicking on the respective column
heading. Altenate clicks sort data based on ascending and descending values.

U Table columns may be rearranged by clicking and dragging the desired table column to the
required location in the table.

Technical Support

Technical support isvailable via web basefdrums (http://forums.versiera.com/To login,use your
VersieralD andpasswordIn addition, technical support may be obtained by seriingil to

support@versiera.com
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Getting Started

There are three (3) steps in getting started with Versiera:

1. Create your Versiera ID
2. Configure Versiera Management Conssddtings.
3. Download and install Versiera agents on managed hosts.

VersieralD

Now t hat vy oud whatVesiaatande usdad fot a b dswrtedusirg it To useVersiaa
you will need to create yoifersiera ID and passwardio create a Versiera IBavigae your Internet
browser tchttps://www.versiera.corand clicking ofiCreate a Versiera IDd | (asinkhe image below)
Thislink will take you to aregistration page, where you can create WensieralD. Once the VersiertD
has been successfully createdpafirmation email will be sent from Versieimthe email adressyou
provide in the registration proces®ntaining arembeddedctivation link for the newersieralD. Your
VersieralD will only become usable ong®mu have clicked on the URL link contaithin the email.

ver-gler"a

Versiera D |

Password |

Forgotten yvour passward?

Forgotten yvour Wersiera D7
Create aVersiera D

YWersiera User Guide

Should you ever need to change y¥ersieralD passworgyoumay do so after signing into Versiera and
using theAdministration link (top right of page) anthen theAccount Section.


https://www.versiera.com/
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Configure Versiera Management Console

Once you have created your Versiera ID, you can sign into Versiaragdment Console. The Versiera
Management Console will be mostly empitil Versiera agentsave been installed and registeredyonr
managed hosts. Once the agents are installed, thegnattle management capabilities for that host

ver'ﬁler‘a Wn..i.’. u, toty . -

Before instding Versiera agents, it is recommended to first configure the following items to your
requirementsn the Administration Section

verfrere .

Fureacy Pacy ~ Fropram Fulicts

Time Zonei follow the Administrationlink (top right) and select thEime ZoneSection. Select your
desired time zone toonfigure all time/date information to be displayed for your selected time zone.

Contacts- follow the Administrationlink (top right) and select theontactsSection. In th&Contacts
Section you can add email address contact information for thosédmals and groups that should receive
automated alert notifications from Versiera fdonitoring, Service Probes, Jobs and Ticketing.
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Accounts- follow the Administrationlink (top right) and select th&ccountsSection. In thédccounts
Section you candd additional Versiera IDs for other staff members that will be using the Versiera
Management Console to manage the same hosts.

Registration Users- follow the Administrationlink (top right) and select thRegistration User§ection.
In the Registratiotsers Section you can create a restricted Versiera ID that can only install and register
Versiera agents, but without access to the Versiera Management Console.

Activity Lo g - follow the Administrationlink (top right) and select th&ctivity LogSectia. TheActivity
Log provides an audit trail of Versiera Management Console usage and should be reviewed regularly.

10
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Versiera Agent

Once you have activated your Versidébg to make full use of Versiera you will needsignin to Versiera
(VersieralD and passworddownload andinstall a Versiera agenbn one or moreomputerhosts you
wish to manage using Versierst. least one agent is necessary to populate Versiera with host information.

Standard Versiera Agents

11
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Platform Yersion Build
Pac 05X 104, 105 (x8a/ppcy 1.3.2 1925 Download
FreeBsD 7 {amde<d) 1.3.2 1925 Download
FreeBSD & farmndad) 1.3.2 1925 Download
FreeBsD 4 (x86) 1.3.2 1925 Download
FreeBSD 5 (x86) 1.3.2 1825 Download
FreeBsD & (x86) 1.3.2 1925 Download
FreeBsD 7 (x86) 1.3.2 1925 Download
FreeBSD & (x86) 1.3.2 1925 Download
Linux, glibc 2.2 ar later (x86) 1.3.2 1925 Download
Linux, glibc 2.3 ar later (x86_&4d) 1.3.2 1925 Download
MetBSD 5 farndod) 1.3.2 1925 Download
MetB50 3 (xG6a) 1.3.2 1925 Download
MetBSD 4 {x56) 1.5.2 1925 Download
MetB50 5 (x56) 1.3.2 1925 Download
OpenBaD 4.5 (amdo4) 1.3.2 1925 Download
OpenBSD 4.2 (x36) 1.3.2 1925 Download
OpenBsD 4.3 (x86) 1.3.2 1925 Download
OpenBZD 4.4 (x56) 1.3.2 1925 Download
OpenBsD 4.5 (x86) 1.3.2 1925 Download
Salaris 8, 9, ar 10 {sparc) 1.3.2 1925 Download
Solaris 10 {x36) 1.3.2 1925 Download
Windows 2000 or later (x36) 1.3.2 1925 Download

Embedded Versiera Agents

Etnbedded Agents

Platform Yersion Build
DOD-WET Linux 2.4 {bremd7xx 1.3.2 1925 Download
DO-WET Linux 2.6 (bremdsxx) 1.3.2 1925 Download
COpenWRET 8.09 {atheros) 1.5.2 1825 Download
OperWET .02 chromdr xx) 1.3.2 1925 Download

There are two steps in installing an agent on a host; installing the agent and registering the agent with
Versiera whichwill assignthe Versieraagentwith a digital certificateand magt to your Versieraaccount

12
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Versiera agents collect host informatiorda®nd itencryptedo the central system inside secure socket

layer tunnel (SSL). Versiera agents haare AINA assignedlistening port 9050/tclistening port can be

forced to listen on loopback interface gnlyhe listening port is intended for atemand agent requests

from theVersiera Management Console in an Enterprise environment (initiated by the Versiera ID account
holder)

Versiera agents operata internaltimers and communicate with the cehtsystem at regular intervals.
The Pllowing arethe default timers (the valuesay change in future releayes

Heartbeat checkn: 1 minute interval
Performance host data 5 minute interval
Complete host state data 6 hour interval

Further, gents detect host time changesh as those for timsynchronizatiorand adjust their timers
accordingly.

13
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Agent Installation i Windows

:@:

VersieraAgent Installation instructions for Win32 Platforra

Manual Installation

1.

10.

11.

12.

To install the Versiera agent you must have administrative access to the targeteromhere the
agent will be installed.

Use your browser to navigate htps://www.versiera.com/

Sigrin usingyour VersieralD and password corresponding to your Versiera account

In the Agent Sectiongwriew thelist of theavailableWindowshost agents for download and select
the onematching youioperating system and hardware platform

Cl i ¢ k Downloadh e l. Bersle to save the grsieraagentx.x.x.x.exeto somewhere easy
to find like your Desktop.
Runt h eersiBraagentx.x.x.xex®d f il e and follow the on screen pro

a. Notei when running the agent install @vindows Vistaor Windows 7 first right
clickonthefi v e r-agengxr.ax . x ax d e % Rud & Administratar .

When the introductory sceen appear s, click ANexto to continue.
On the next screen you can choose the installation path for the agent. It will automatically go to

the default | ocation which can be changed i f nece
The next screen will display a summaf the instal Click Alnstalld to proceed
installation.

On the final screen, fARegi sdnbyrdefauls Leave eheckedst wi t h s

for new host installation€lick on Finish.

A command promptvindow will pop up prompting Qu foryour Versiera IDand password to
register the hostJsethe Versieraaccount (VersiertD andpassword}hat you use to login to
your Versieraweb account.

If the Versieraaccount [D and passwordareaccepted, thhostwill get registeredvith Versiera
receive a assignedligital certificate andhe agenservicewill automatically restart.

Note- Therotaing Versieraagent log file is located i#bSystemRoot¥rsagent.log

Unattendedinstallation

1.

It is recommended that a Versiera RegistratidriRegistration Userpe created from th€ersiera
Management Consokedministrationsection.The Registration ID can not be used to access the
Versiera Management Console and protects the administrative Versiera ID.

Download the Versiera agent to the qarter where it will be installed as outlined above.

To silently install the Versiera Agent use the following command line:
a. versieraagentx.x.x.x.exe/luserVersieralD/passpassword
lurl=https://backend.versiera.com/versiera/backend/rpdy#rsilent

14
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Enterprise Automatd and Unattendedeployment of Versiera Agents

The PsExectool from Microsoft (Mark Russinovich) enables the abifdy administratordéo remotely
copy and instalVersiera Agents within an enterprise. The tool can remotely install Versiera Agent on one
or multiple computers including registering thgentswith the Versiera Management Console.

Detailed information regarding tliesExec(v1.97)tool and usage can lieund at:
http://technet.microsoft.com/ars/sysinternals/bb897553.aspx

1. DownloadPsExectool from Microsoft and place in the executable path on a Windows computer

2. Download the érsiera Agent for Windows installation program and place in the same directory as
the PsExecexecutable.

3. Use an enterprise administrative account on the machine from ®biekecwill be usedor
supplyPsExecwith the appropriate administrative account aadsword for the remote host
where the Versiera agent will be installed.

4. ExecutePsExecto remotely copy the Versiera Agent, silently install and register the host with the

Versiera Management Console:
a. psexec\desktopAi u domain\userip passwordi c versiera-agentx.x.x.x.exe/user=VersieralD
/pass=passworflirl=https://backend.versiera.com/versiera/backend/rpc/papsilent

The MicrosoftPowerShell (for Windows versions that support it) may also be used to remotely copy and
install VersieraAgents to all computers in an enterprise.

15
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Agent Installation - UNIX

VersieraAgent Ingallation instructions for POSIX(Unix) Platforms

1. Toinstall the Versiera agent you must have administrative access to the target computer where the
agent will be installed.
2. Use your browser to navigate https://www.versiera.com/
3. Signin using your Versieraccount using your Versiel® and password
4. Review the list of available host agents for download and select theainking youioperating
system and hardware platform
5. Todownload the agentgfit-cli c k on t he fabbuseSAUE&LINIASIoptianke
sure to savagentk he. Aiversher o s omepotyeurDesktem sy t o fin
folder.
On your computerttange directory to where the downloddiée was saved.
Set theexecute permissioon thefi v e r -agergxr. ax . xfile oy issuing the following
command from t he t eragemba.l x .ix.hxmosdh .44 versiera
8. Execut e t-agenixfi vxe rxs. ixeirgano t hiel eersieraagembdx.x.k.shy and
follow the on screen prompts.
9. The installer informs you of the path it dse install the agent.
10. Once the agent is installed it will prompt you for your Versiera ID and password to register the
host. Use the Versiera ID and password that you use to login to your Versiera web account.
11. If the Versiera ID and password were accdptbehostwill get registered, receive a digital
certificate andhe agent willutomatically restart.

No

Notel Therotaing Versieraagent log file is located in /var/log/agentmond.log

Unattended Installation

1. Itis recommended that a Versiera RegistratD (Registration User) be created from the Versiera
Management Console Administration section. The Registration ID can not be used to access the
Versiera Management Console and protects the administrative Versiera ID.

2. Download the Versiera agent to themputer where it will be installed as outlined above.

3. Tosilently install the Versiera Agent use the following command line:

a. versieraagentx.x.x.x.sh-- --usename=/ersieralD --passordpassword
--url=https://backend.versiera.com/versiera/backend/rpc.php

16
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Agent Installation - pfSense Firewall
¢
VersieraAgent Installation instructions for pfSense Firewall

1. To install the Versiera agent you must have administrative access togitecamputer where the

agent will be installed.

n

Use your browser to navigate htps://www.versiera.com/
3. Signin using your Versieraccount using your VersietB and password.
4. Check of the pfSense website thesien of FreeBSD operating system used as the basis of the

particular version of pfSense andwhload the appropriate Versiera FreeB&gent to your
desktop.
5. Todownload the agentgfit-cli c k on t he fbbuseSAUE&LINASIoptianke
suretossave t heageftx ex skexasho to somewherfeldeeasy to fin
6. On your computer change directory to where the downbbfildewas saved.
7. From the pfSense management web interface, go to Diagnostics and use the Command Prompt
secton. Use the Upload option to transfer the file from your desktop to pfSense. This will place
the Versiera agent installer to the pfSense /tmp directory.
8. From the pfSense console, setéxecute permissioon thefi v e r -agergxr. ax . xfilesoy s h 0
issung the following command f r-agenixt.hxe. xt.exr.nsi hnoa.l fichm

9. Execut e t-agentxil vxe rxs. ixeirddn o t fhiel eersieraagembdx.x.R.shY and
follow the on screen prompts.

10. The installer informs you of the path it usedrstall the agent.

11. Since pfSense uses different pathifeistartup scripts you will need twpythe

/etc/rc.d/agentmond.sh startup sciigd /usr/local/etc/rc.d/agentmond.sh. This will be done
automatically in a future release of the Versiera agent.

12. As a last step you will need to register the Versiera agent to your Versiasaftlows

a. /usr/localllib/vrsagent/agent/12vrsagentreghosts https://backend.versiera.corusename=ersieralD

--passvord=password

13. Once the agent is installed it will prompt you for your Versiera ID and password to register the
host. Use the Versiera ID and password that you use to login to your Versiera web sxcount
register the agent

14. If the Versiera ID and pas®rd areaccepted, thhostwill get registered, receive a digital
certificate andhe agent willautomatically restart.

17
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Notei Therotaing Versieraagent log file is located in /var/log/agentmond.log

Note It is recommended that\fersiera Registration|D (Registration User) be created from the Versiera
Management Console Administration section. The Registration ID can not be used to access the Versiera
Management Console and protects the administrative Versiera ID.

18
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Agent Installation i DD-WRT

Versiera Agent Installation instructions foEmbeddedPlatform

Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.

2. DD-WRT 2.4 SP1(or newer) installed otheembedded devicgBroadcom/Atheros Note- the
Standard andMega DD-WRT distribution versions are known to work with Versiera agents.

3. Embedded device should be able to connect to the Internet. Required to register the device with
Versiera Management Console.

Procedure:

=

Configure networkhe IP address, subnet mask and gateaayhe embeddedetworkdevice
2. Configure DNS servers as the agent installation needs to be able to resolve
fhttps:// backend.versiera.com/ o0
a. Example:8.8.8.8and8.8.4.4(Google DNS)
b. Example:208.67.222.222nd208.67.20.220(0OpenDNS)
Configure the time zonesing the DBWRT management interface
Configure thedate/time on the embedded network device.
a. Example:date-s 2(010.04.30-10:41
Optionally configurehe Network Time Protocol (NTP) to maintaihe correct time.
Enab | e jfisthh ef iil e syst em SMRPmpanagement mterfaceg. t he DD
Use your browser to navigate hittps://www.versiera.com/
Sigrin using youVersieralD and password.
Review the list of available host agefior download and select the amatching your embedded
network device and firmware.
10. To download the agentgfit-cli c k on t he fbuseSAUE&LINKASIoptianke
sure to savagentk he. iversher o somerDbsktopfeldeeasy t o fin
11. Secure opythedownloadedversiera agent to the embedded device over ¢heark usinghe
¢ 0 mm ascplageftinstall.tar.gz root@xxx.xxx.xxx.xxx:/tmpo (agent may also be copied
from USB ifthe port isavailable on the device)
12. Log intothe embedded device console and change direwaitinythe commandicd /tmpo .
13.Extract t he ag danxzfafentinstall.tatgeiCdor.c hi ve i
14. Change directorywith the commandicd /jffs/opt/vrsagent/agent/1.32/0
15. Manually register théosti./vrsagent i reghosti s
https://backend.versiera.com/versiera/backend/rpc.pho .

W

©oNOoO
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16. During the installation, ven prompted, enter théersieralD and passworthat you use to sigm

to theVersieraManagement Consale

Verification:

e

o

Versiera agent configuration settings sawedn iVjffs/etchersiera/o directory.

Versiera agent startup scriptfVjffs/etc/config/agentmondwanupo.

Versiera agent is installed iifjffs /opt/vrsagento.

Verifythatt he agent 1 s r psief|gregvrshgend & itiemotudboontre i
embedded device.

Log into the Versiera websitgtps://www.versiera.comafter a couple of minuteke agent
shouldstart populéing information for the embedded device.

Review firewall rules and ensutieatthe firewall rules on the embedded deviegesetto permit
outbound communication on pat3/tcp(SSL)

20
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Agent Installation T OpenWRT

Versiera Agent Installationmstructions forEmbeddedPlatform
Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.

2. OpenWRT 8.09.1(or newer) installed otheembedded devicBroadcom/Atheros)

3. Embedded device should bble to connect to the Internet. Required to register the device with
Versiera Management Console.

Procedure:

1. ConfigurethelP address, subnet mask and gatearmyhe embedded device
2. Configure DNS servers as the agent installation needs to be ablelt@res
fhttps:// backend. versiera.com/ 2o

a. Example:8.8.8.8and8.8.4.4(Google DNS)
b. Example:208.67.222.222nd208.67.220.2200penDNS)

3. Configure the time zone and date/time on the embedded network device.
c. Example:date-s 2(10.04.30-10:41
4. Optionally configurehe Network Time Protocol (NTP) to maintaihe correct time.
5. From the OpenWRToplgopused | e execute 0
6. From t he OpenWRTopky nstadl libbpensséx ¢ oui eashfial | required |
7. From t he OpenWRTopky nstadl libptreeaddxo énstall teguired library.
8. Use your browser to navigate littps://www.versiera.com/
9. Signin using youtVersieralD and password.
10. Review the list of available host agents for download and select theatnbkingyour embedded

network device and firmware.
11. To download the agentgfit-cli c k on t he fbuseSAUE&LINKASIoptianke
sure to savagentk he. Aversheértno somewherfeldeeasy to fin
12.Copy Ver s vesieraagengxe.rxshofo the embedded device over the network using
scpcommand
13. On c e vérdiemagentx.x.xxshd i s on the OpenWRiieezeotee dded devi c
permissioronthe file with the commandichmond 744 versieraagentx.x.x.x.sho.
14. Run theVersiera agent installevith the commandh./versieraagentx.x.x.x.shd
15. During the installation, Wwen prompted, enter théersiera ID andpasswordthat you use to sign
in to the Versiera Management Console

21


https://www.versiera.com/

ver‘g iera

16. A firewall rule mayneed to be sab permit otbound communication from the embedded device
to VersieraManagement Consale Pl eas e r e v i e wiptdbles-lowarlhle rf wll d 0 wu snign ¢
firewall rul e can be ad/didinit.d/agentniohde Wy risitlee at ish@r a u
following line at line 66
d. iptablesi A OUTPUT ip tcpidport 4431 ACCEPT

Verification:

1. Versiera agent configuration settings sawedn /etchersieradirectory

2. Versiera agent startup scrigt/etc/init.d/agentmondand a startup links
/etc/rc.d/S99agentmond

3. Verdera agent is installed fopt/vrsagent

4. Veri fy the agent pss$ef|gepvmsagand by executing A

5. Log into the Versiera websitgtps://www.versiera.comafter a couple of minuteke agent
shouldstartpopulating information for the embedded device.

6. The agent may be executed manually for debugging purposes by first stopping the agent
fYetc/init.d/agentmondsto® and running the agent manual ly
fYopt/vrsagent/agent/1.R/vrsagenti C /etc/versiera/agend .
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Versiera Management Console

Now that youodve aMersieraagerst onyodut hp&) iwe can irtrbduce gou to the
information available in the Management Console as received from the Versiera lgestgygested that
aminimumscreen rsolution of 1024x768 be used when using Verdaanagement Consobnd for
optimum results 1280x1024 or highisrecommended.

WebBrowsers

The Versiera Management Consoléhie user web interface through which you are able to manage and
monitor your infastructure technologylo use the Versiera Management Consaleb browser is
required.VersieraManagement Consoles been tested successfully with the following browsgosgle
Chrome Apple SafariOpera Firefox, KonquerorandMicrosoft Internet Exlorer. Other browsers may
also work, but have not been tested. thetbest result€hrome, SafariQpera andrirefox browsers are
recommended.

Title Box

Once a user signs into Versiera, the main title box presents them witretfisieredCompany Name,
Versiera ID, and time zone information. Summary information is also provided on the number of registered
hosts and the numb#rat have noteporting inrecently

Exarmple Corporation
Signed in as: default (tmerica/Taronto)

vel ‘ ' Iel a 93 hosts registered, 53 hosts not reporting in

sdministration | Help | Logout

Main Screen Sections

VersieraManagemen€onsole has been designed for quick and eastgtsal. The main screen is divided

into Sections. By clicking on a Section icon or title the user is taken to the informatioe fesstiective

section. Sections are then subdivided by context tabs. Other interface traversal options are alsoravailable i
the form of a section dregown boxes and web page breastumb links.

vergler'a P B
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Table Data

Much of the information in Versiefslanagement Console presented in table formathe number of

rows per table may be controlled from 10, 25, 50, and 100 to suitpre$erences. This preference is
configurable from any of the tables using the selections above the table. Once selected the preference is
saved and will be used throughout Versiera until changed by the user. The number of rows in a table is
presented at thbottom of the table. When thatal number of rows exceeds that of an individual table

page contrds are provided below the table as direction arrdasjewtherest of therows. All table data

is available for download using comma separated valu¥)@r as a portable document format (PDF)

file.

Example Corporation
Signed in as: default (Armerica/Toronto)

VE| ‘ 'Iel a 93 hosts registered, 53 hosts notreporting in @

Administration | Help | Logout

Wersiera >> Hosts Agents v

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | CSV (all pages)

Host LastIP External IP ISP Country Last Port Last Check-in SSL NAT HostUp v Delete Maintenance
FresBsD-64.bdeint 10.226.0.36  10.226.0.38  CLASS A ADDRESS SPACE FOR FRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:11 true false true ®
Windows-7-Home-Premium 10,226,045 10.226.0.48  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Intemal - 9050 2010-05-21 13:35:21 tue false true ®
OpenBsD41-DELLbdcint | 172.20.3.49  172.20.3.49 | CLASSB ADDRESS SPACE FOR PRIVATE INTERNETS | Internal - 9050 2010-05-21 13:35:24 true false true ®
archLinux 172.20.2.85 17220285 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 13:35:29 true false true ®
wrt-buildsre 10.226.3.104 10.226.5.104 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS, Intemal - 9050 2010-05-21 13:3459 true false true ®
this-csd1 80caz 10.226.3.148 |10.226.3.148  |CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS, nternal - | 9050 [2010-05-21 12:35:31 true false | true ®
bc01 308 10226036 10.226036 | CLASS & ADDRESS SPACE FOR PRVATE INTERNETS nfermal - 3050 2010-05-21 13:95:34 true false true ® ()
laSPLinus 1 2 172202180 172.20.2.180 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Infermal - 9050 2010-05-2113:95:33 true false true ® ()
sysadmins-mac-mintloral | |172.902 230 172,202,230 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS | Infermal - 050 2010-05-21 133508 true false | true ®
netbsdn] -iass 102265174 102263174 CLASS A ADDRESS 5PACE FOR PRIVATE INTERNETS. Internal - 050 2010-05-21 138513 true false  true ®

KMdrage |1 | of 10 93 rows) bW
Name ~| | contains v

SortingTableRows

The table data is presented with default sort orders based on a particular column in thenebdbleT
columns that havieeadingsn blue colourcan be used for sorting data rowy. &icking on the table
column heading successively, that column will be used for sorting and alternate clicks will sort in
ascending and descending order.

Arranging TableColumns

Thedefault table column ordering in tables may be altered to suit preéseBy clicking on and dragging
a table column heading to the desired position between columns in the table and releasing, the column
ordering will be modified and saved as a preference.
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Filters

At the bottom of all tables there are three boxes diidler 0 buttonthatallow the selection of the desired
data to be presented in the table. Tégfemost dropdown box (shown below) for building a filter
expression allows the selection of the table column upon which the filter will be applied. Thedogmter
down box provides filter expressidypes. Theright-mostbox provides user entered filtering criteria to be
usedin the expression for the target column.

By typing successive characters in the righbstbox, VersieraManagement Consobutomaticallystarts
to suggest values from the tablealathich can be selected and appli€de user may prefer to only enter
partial data for filtering, such as several characters of a name.

VersieraManagement Consofeermits the use of multiple filters againstale to reduce the number of
rows and present thagptimum data set.

Marme ¥ || contains | I Filter
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TheHostsection providean overview of host communication informatidrable rows show host
communication information and confirm the host is successfullyrtiegan. Table rows in yellowow
hosts that have been successfully registered, but have not submittdtarigformation. Table rows
highlighted inred, indicate hosts have not submitted any information to Versiera within the last five (5)
minutes. In genetdhe host installed Versiera agestsomit quickfi h cugdstatus every sixty (60)
seconds.

Rows per page: 10 | 25 | 50 | 100  Download table as: C5W (this page) | CSY (all pages)

Host Last P External IP ISP Country LastPort  Last Check-in  SSL MAT HostUp v Delete Maintenance
FreeBsD-64 bdc.int 10.226.0.38 10.226.0.38  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:11 true false true ®
Windows-7-Home-Fremium |10.226.0.48 | 10.226.0.48 | CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:21 true false true =
OperBsD4l-DELL bdcint  172.20.9.49  172.20.3.49  CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 19:35:24 true false true 3]
archLinux 172.20.2.85 172.20.2.85 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 19:35:28 true false true 3]
wrt-buildsry 10.226.3.104 10.226.3.104 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:34:59 true false true =
this-cf5d180ca2 10.226.3.148 10.226.3.148  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:31 true false true =
balcD 1 sriE 10.226.0.36  10.226.0.36  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 19:35:34 true false true 3]
ASPLinux12 172,20.2.180 172.20.2.180 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 19:35:93 true false true 3]
sysadmins-mac-minilocal | 172.20.2.230 172.20.2.230  CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 13:35:08 true false true =
netbsd401-1386 10.226.3.174 10.226.3.174  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:13 true false  true =

MdPage 1 | of 10 @3 rows) b M
Marne v | | contains v

ViewingHosts Table Information
The table data provides the following information:

Host i the hostname of the system registered with Veaskeach name ialsoa link thatwhen
clicked on will take youtothbost s s unagear y p

Last IP i the source IP address of the host interface with the configured default route

External IP T the source IP address as seen by the central Versiera system while communicating
to the host agent (Internet IP)

Last Port i the listening port number of the Versiera agent running on the host

Last Checkin i the data and time of the last agent chigkvhich in common usage should be
updating once every minute

SSL i a Boolean value oftie/false on whether the communications between thet age central
Versiera systensiusing secure socket layer (SSL)
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NAT - aBoolean value of true/false on whetlilee network address as seen by Versiera
Management Console during agent chackiatcheone of the network interfaces of the
particular host. If the value is TRUE, an intermediate device in the communication path is
translating the network address of the host with the Versiera agent with one of its own.

Host Upi a Boolean value that showhether the hdsagent is up and implies that the host must
alsobe up

Deletei the button to unregister hostand remove its information from the Versiera Management
Console. The Versiera agent on the Waifitno longer be authorized to cheakto theVersiera
Management Console.

Maintenancei the button to enable/disable the maintenance state for a given host. When a host is
placed in maintenance state any monitoring alerts are suppressed.
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Host Groups

TheHost Groups are usad simplify managemnt and monitoring task$here are two types of groups

static and dynamic. Static group members are explicitly defined by adding hosts to the group. Dynamic
group members are automatically determined based on one or more rules regarding host properties. F
example a Dynamic Groups may be based on hosts that reside on a particular network, hosts with similar
operating systems, or hosts with similar running programs.

ViewingHost GroupsTable Information
The table data provides the following information:
Namei the name of the host group.
Descriptioni additional information about the group
Membersi the number ohosts in théhost group
TypeT the host group typestaticor dynami¢
Edit 1 the buttorto edit the list of members of the host group

Deletei thebutton to delete a host group
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